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FRAMEWORK AGREEMENT ON COMPREHENSIVE ECONOMIC
COOPERATION BETWEEN ASEAN AND KOREA
Signed in 2005

FRAMEWORK AGREEMENT ON COMPREHENSIVE
ECONOMIC CO-OPERATION BETWEEN ASEAN AND CHINA
Signed in 2002

ASEAN-AUSTRALIA-NEW ZEALAND
FREE TRADE AGREEMENT (AANZFTA)
Signed in 2009

ASEAN-JAPAN COMPREHENSIVE ECONOMIC
PARTNERSHIP AGREEMENT
Signed in 2003

FRAMEWORK AGREEMENT ON COMPREHENSIVE
ECONOMIC COOPERATION BETWEEN ASEAN AND INDIA
Signed in 2003

(R

ASEAN-CANADA
(in negotiation)

ASEAN-EU
(negotiations suspended since 2009)
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ASEAN - HONG KONG, CHINA
FREE TRADE AGREEMENT
Signed in 2018

REGIONAL COMPREHENSIVE
ECONOMIC PARTNERSHIP (RCEP)
Signed in 2020
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PM Backs ACFTA Version 3.0
Source: The Phnom Penh Post

Prime Minister Hun Sen has voiced support for an
upgrade of the ASEAN-China Free Trade Area (ACFTA)
to what has been termed “Version 3.0”, an incarnation
he suggested be underpinned by the world’s largest
trade pact — the Regional Comprehensive Economic
Partnership (RCEP), following the “successful
implementation” of versions 1.0 and 2.0. He also called
on the 11 ACFTA countries to expand and deepen the
scope of their economic cooperation, minimize barriers
to trade in goods, services and investment, and
promote  digital-economy  and green-growth
development as well as capacity building for small- and
medium-sized enterprises (SME). He said that ASEAN-
China economic cooperation has accomplished “many
fruitful achievements” since the two sides signed the
“Framework Agreement on Comprehensive Economic
Cooperation between ASEAN and China” in 2002 and
subsequent linked trade and investment deals. Click
here to read more

PM Talks Strategy as AEM Kicks off
Source: The Phnom Penh Post

Prime Minister Hun Sen on September 14 reiterated
the importance of the “four key strategic thrusts”
under the ASEAN Economic Community (AEC)
framework to accelerate recovery in the bloc and
promote sustainable, inclusive and resilient economic
growth in the region, amid a confluence of shocks
stemming from prolonged Covid-19-related
disruptions, as well as rising oil prices and inflation tied
to the Ukraine conflict. Anchored by Cambodia’s 19
priority economic deliverables (PED) for 2022, the four
key strategic thrusts are: “Enhancing Digital
Connectivity, Science and Technology”, “Narrowing the
Development Gap for ASEAN’s Competitiveness”,
“Promoting a More Integrated, Inclusive, Resilient and
Competitive ASEAN” and “Strengthening Global ASEAN
for Growth and Development”. Click here to read more

Ministers Agree on Establishment of RCEP Secretariat
Source: Khmer Times

ASEAN Member States alongside Australia, China,
Japan, Korea, and New Zealand concluded the
inaugural RCEP Ministers’ Meeting on 18 September
2022 in Siem Reap province. The meeting welcomed
the entry into force of the Regional Comprehensive
Economic Partnership (RCEP) Agreement on 01 January
2022, which also almost coincides with the launch of
the RCEP negotiations in 2012 when Cambodia was
also the ASEAN Chair. The meeting noted the progress
of the work of the RCEP Joint Committee and
welcomed the establishment of subsidiary bodies
under the Joint Committee’s supervision. The ministers
have also agreed to the expeditious establishment of
the RCEP Secretariat to provide secretariat and
technical support to the RCEP Joint Committee and its
subsidiary bodies. Click here to read more

RCEP Game Changer in ASEAN Economic Recovery?
Source: Khmer Times

A series of economic woes, including the Covid-19
pandemic, the Russia-Ukraine war, inflation,
strengthening dollar, hawkish Fed stance, equity
markets’” mayhem, supply chain disruptions,
fluctuating energy prices and several other geopolitical
issues have been forcing various countries to adopt
new strategies for survival and recovery. Alongside
those strategies, RCEP has created a common market
system by eliminating many customs limitations, lifting
many import and export trade barriers, and securing
improved market access for goods and services for
businesses. It holds huge potential for all participating
countries, especially LDC ASEAN member states, to
boost their trade and investment ties and to quicken
their economic recovery from the pandemic. Click here
to read more
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The Potential for Japan-South Korea-US Trilateral
Cooperation through IPEF

Source: Diplomat

Earlier this year, U.S. President Joe Biden introduced
the Indo-Pacific Economy Framework (IPEF) as a new
approach to connecting transpacific economies and
that goes beyond traditional free trade agreements to
fill the gap left by the U.S. exit from the Trans-Pacific
Partnership (TPP). It could also serve as a potential
platform for strengthening trilateral cooperation
between the United States, South Korea, and Japan.
Pinning its hopes on IPEF to manage disruptions
through a wider range of trading partners and
suppliers, South Korea sees deeper cooperation with
the United States as a way to construct "supply chain
alliances" that can rebuild capacity, secure strategic
materials, and facilitate multilateral dialogue. Tokyo
and Washington face supply chain insecurity given
their high dependence on the import of critical goods.
Through IPEF's multilateral and flexible framework,
negotiations may continue without running into
roadblocks. Click here to read more

Qil Prices Climb on Weak Dollar, Supply Concerns
Source: Reuters

Oil prices climbed as a weaker dollar and supply
concerns ahead of the European Union embargo on
Russian oil offset fears of a global recession that could
dampen fuel demand. Brent crude futures rose 60
cents, or 0.7%, to $91.95 a barrel after settling up 0.5%
while West Texas Intermediate crude was at $85.50 a
barrel, up 39 cents, or 0.5%. More supply disruptions
remain a risk, while easing Covid-19 restrictions in
China could also provide some optimism. China's
gasoline and diesel exports also rebounded after
Beijing issued fresh quotas. Signalling more supplies
from the United States, U.S. energy firms added oil and
natural gas rigs for the first time last week. Click here
to read more

China Contributes over 30% to World Economic
Growth in 2013-2021

Source: Xinhua
In 2021 alone, China's economic aggregate accounted

for 18.5 percent of the world's total after currency
translation based on average annual exchange rates,

the second largest in the world and up 7.2 percentage
points from 2012, according to the report released by
the National Bureau of Statistics. China's gross
domestic product (GDP) expanded at an average
annual growth rate of 6.6 percent from 2013 to 2021,
higher than the growth pace of 2.6 percent for the
global economy and 3.7 percent for developing
economies. The report also showed that the total value
of China's goods and services trade reached 6.9 trillion
U.S. dollars in 2021, continuing to rank top globally.
From 2013 to 2020, China had lifted 98.99 million rural
residents living below the current poverty line out of
poverty, it added. Click here to read more

Can the West Shake Its Dependence on China’s Rare
Earths?

Source: The Diplomat

The focus of Washington seems to be increasingly on
whether, and how, it can decrease its supply-chain
dependency on China. Besides the ongoing trade war
between the two, the United States has long targeted
Chinese technology due to its worries over potential
weaponization of 5G networks. In a sign this sentiment
is now spreading into other sectors, the Biden
administration has recently expanded its restrictive
measures on Chinese businesses (such as adding new
firms to the Entity List) and announced measures that
suggest a growing push to decrease U.S. vulnerability
to Chinese import disruptions — particularly on rare
earth elements (REEs). As of today, China controls
around 80 percent of the production of rare earths.
Click here to read more

Trade Troubles: Do We Still Need the WTO?
Source: The Diplomat

The World Trade Organization (WTO) is functionally
impotent. An organization that began with the
objective of promoting free trade is ironically the
biggest obstacle to achieving its own objective today.
Between broken dispute settlement systems,
ineffective negotiation mechanisms, and ambiguous
policies leading to gross self-interested exploitation,
the WTO injects more tension than trust in the
international system. Trade wars lead states to
circumvent existing WTO processes which only further
erodes the organization’s waning legitimacy. As trade
troubles persist, powerful countries will continue
exploiting their comparative and competitive
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advantages in trade relations, injecting further
pressure into the world economic system and
increasing security tensions as a result. Click here to
read more

China Says U.S. EV Subsidy Provisions “Suspected of
Violating WTO Rules”

Source: Xinhua

The electric vehicle (EV) subsidy provisions in the U.S.
Inflation Reduction Act are discriminatory and
suspected of violating the World Trade Organization
(WTO) rules, the Chinese Ministry of Commerce

(MOFCOM) said. The relevant provisions, granting tax
credits for EVs on the condition of final assembly in
North America, discriminate against other similar
imported products and are suspected of violating the
WTO principles of the most-favored-nation treatment
and national treatment, MOC spokesperson Shu
Jueting told a press conference. As a WTO member, the
United States should implement relevant investment
policies in a manner consistent with the WTO rules and
safeguard a trade order that upholds fair competition,
Shu said. Click here to read more
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“LEGAL REGIME ON PERSONAL DATA PROTECTION UNDER E-COMMERCE LAW IN CAMBODIA”

By Mr. KEO Buntheng, Chief of Commercial Law Bureau,
Department of Legal Affairs, Ministry of Commerce

I. Introduction

Along with the growth in internet and social media users, e-commerce has developed dramatically in
Cambodia. The quick development of e-commerce has gradually changed how people purchase goods and
services. The prevalence of electronic transactions has been beneficial since they offer consumers and
businesses convenience, comfort, efficiency, flexibility, and reduced costs. However, electronic transactions
brings about issues, risks and uncertainties that harm consumers.

‘The right to privacy’ and other issues relating to the protection of personal data, are broadly guaranteed by
the Constitution of the Kingdom of Cambodia and other laws.Article 40 of the Constitution stipulates, “The
rights to privacy of residence, and the confidentiality of correspondence by mail, telegram, fax, telex, and
telephone, shall be guaranteed.” Under this Article, the Constitution recognizes the right to privacy of the
residence and secrecy of the communication, but it is not precise whether the right to privacy recognized
under this Article is extended to data protection.

Currently, the latest development in personal data protection’s legal framework in Cambodia is the
enactment of E-Commerce Law, which sets out provisions for the protection of consumer’s personal data in
electronic communication. The protection of information to prevent its loss, access, use, modification, leak,
or disclosure was briefly discussed in Article 32 of the Law on E-Commerce, along with the prohibitions
against interfering with the electronic system, accessing, retrieving, copying, extracting, leaking, deleting, or
otherwise altering data that is held, kept, or stored by any other person in bad faith, iniquity, or without
authorization. However, the provisions are insufficient to effectively protect the personal data of consumers
engaging in E-Commerce activities; therefore, Cambodia still needs a more comprehensive legal framework
on personal data protection in E-Commerce.

Il. Personal Data Protection under the Law on E-Commerce and the Legal Gaps

As more consumers are getting access to the Internet and involving in e-commerce, there are also more new
challenges for the consumers, which are different from the ones they encountered when conducting
commercial activities traditionally or offline. Therefore, there is a need to adapt current frameworks of laws
and regulations to certain requirements of e-commerce. According to World Economic Forum (2019),
“regulatory instruments, embodied in legislation, can specify a duty of information, a total prohibition of
misleading and aggressive practices, a prohibition of unfair contract terms in certain types of contracts and
so on.”?

With new business trends as well as to comply with Cambodia’s commitments under the frameworks of
World Trade Organization (WTO) and E-ASEAN Agreement, the Ministry of Commerce has started to work
on the E-Commerce Draft Law since 2012. The draft law was then adopted by the National Assembly on
October 08, 2019, approved by the Senate on its form and legal concept on 18 October 2019, and was
promulgated November 02, 2019. The Law on E-Commerce consists of twelve chapters, sixty-seven articles,
and one annex, which are applicable to all commercial and civil acts, documents, and transactions made
through electronic system. Key features of the law include provisions relating to validity and process of

1 See DLA Piper. (2022). Data Protection Laws of The World-Cambodia. Retrieved
https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/h
andbook.pdf?country-1=KH

2 See World Economic Forum (2019). The Global Governance of Online Consumer Protection and E-commerce. Geneva: WEF
Publication, p.6.
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electronic communications; the electronic records and e-signatures’ security; rights and obligations of e-
commerce service providers and intermediaries; consumer protection on electronic platforms; the use of
electronic acts and transactions by government and state institutions; recognition of e-evidence in court
proceedings; electronic fund transfers and payments; and provisions on penalties.

In a paper on “Cambodia’s Culture and Laws on Privacy and Data Protection, and the Future”, Sothie (2021)
wrote that “Article 32 of the E-Commerce Law is the first step towards providing protection for Cambodians’
right to privacy and their data; however, the Law at some points is vague and not comprehensive.”3
According to DLA Piper (2022), “the E-Commerce Law makes a blanket prohibition on certain forms of
cybercrime, including interference with any electronic system for the purpose of accessing, downloading,
copying, extracting, leaking, deleting, or otherwise modifying any stored data in bad faith or without
authorized permission.”* With respect to data privacy and protection, Article 32 of this E-Commerce Law
provides that “any persons storing electronic record of personal information shall use all means to ensure
that the information is reasonably and safely protected in any circumstance to avoid loss, access, use,
modification, and leak or disclose of such information without the authorization of the data holder.” In
addition to Article 32, there is a provision under Article 22 “prohibiting any use of the identity, record,
electronic signature, electronic address, password, or other person’s identification dishonestly or without
permission for commercial or non-commercial transactions in the electronic system.”

The Cambodian Law on E-commerce provides general requirements on data processing and storing for E-
commerce service providers and intermediaries. “E-commerce service provider” means “a person who uses
electronic means to supply goods and/or services except for insurance establishments”>, and “Intermediary”
is defined as “a person who provides services of sending, receiving, transmitting or storing, either on a
temporary or permanent basis, electronic communications, or other services relating to electronic
communications, including persons who represent the sender, receiver, transmitter, or the custodian;
telecommunication service providers; network service providers; internet service providers; search engines
providers; online payment service providers; online auction service providers; online marketplaces service
providers; and internet commerce service provider.”®

Generally, under the Law on E-Commerce, the E-commerce service providers are required to obtain
expressed consent for any storage or usage of the other person’s personal data and information.’
Furthermore, the service provider holding or storing such personal data in electronic form must carry out all
essential procedures to guarantee that the data is securely safeguarded in all reasonable circumstances.®
According to Sovath (2021), “although the E-Commerce Law has introduced the notion of data protection in
Cambodia, such introduction is very limited to the principle of data security safeguard and fails to include
many other key principles such as the principles of openness, accessibility, access and correction, collection
limitation, purpose specification, use limitation, and data integrity.”® Sovath (2021) further states that “the
E-Commerce Law fails to regulate many other aspects in detail of the data protection law such as the scope

3 See Sothie, K. (2021). “2: Cambodia’s Culture and Laws on Privacy and Data Protection, and the Future”. in Konrad-Adenauer
Stiftung. (2021). Law in the Digital Age: Protection of Consumer Rights. Phnom Penh: Konrad-Adenauer-Stiftung

4 See supra note 1 at p.4.

5 See Appendix No. 21 of the Law on E-Commerce, 2019

6 See Appendix No. 25 of the Law on E-Commerce, 2019

7 See ZICO Law. (2021). The State of E-Commerce in Cambodia. Retrieved https://www.zicolaw.com/resources/alerts/the-state-
of-e-commerce-in-cambodia/

8 See Article 32(1) of the Law on E-Commerce (2019)

% See Sovath, P. (2021). “3: Privacy and Data Protection in the Digital Age: A Holistic Approach to Privacy and Data Protection in
Cambodia”. In Konrad-Adenauer Stiftung. (2021). Law in the Digital Age: Protection of Consumer Rights. Phnom
Penh: Konrad-Adenauer-Stiftung
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of the protection, the obligation of controllers and processors, the rights of data subjects as well as oversight
and enforcement.”*?

From the above perspectives, there are some implications on data protection under Cambodia’s E-
Commerce Law as follows. First of all, there are no regulatory or enforcement authorities to specifically
oversee, handle, and implement matters relating to personal data protection in Cambodia. Since there is no
specific law on data protection, there are three State bodies that have substantial powers over data
protection matters, including the Ministry of Post and Telecommunications (MPTC), the Ministry of
Commerce (MOC), and the Ministry of Interior (MOI). Second, there are no specific registration requirements
for data protection. Therefore, it is only implied that the E-Commerce Service Providers and intermediaries,
that want to store, process and transfer the data of the data subjects, must register with the Ministry of Post
and Telecommunications (MPTC) and the Ministry of Commerce (MOC). Third, there are no specific
provisions regarding data transfer. According to DLA Piper (2022), “While Cambodian law does not explicitly
prohibit an organization from transferring data, it implies a disclosure/notification obligation under its
existing legal framework for data protection.”*! Therefore, personal data can only be collected, used, or
disclosed for purposes that the individual has given consent, and such purposes must be revealed or
informed to data subjects. It means that, before collecting, using, or disclosing the personal data of data
subjects, the service providers or intermediaries must inform or notify the intention or purposes to the data
subjects, and it also acts as an essential action in seeking consent from the subjects whose personal data will
be collected, used, or disclosed. In doing so, the service providers or intermediaries can choose appropriate
forms of the notification to obtain the consent from the data subjects such as formal contracts or
requirements to perform some specific actions such as clicking the consent button, signing, or reading
through the terms and conditions. Therefore, regarding the transfer of personal data, the disclosure or
transfer must be notified as well; otherwise, it will constitute the invalidity.

lll. Conclusion

As the E-Commerce in Cambodia is trendy with the existence of more online transactions, the consumers’
personal data is also in higher risk in being violated by the businesses, data controllers and data processors.
Therefore, a clearer and more comprehensive approach for personal data protection for E-Commerce’s
consumers in Cambodia must be adopted by taking into considerations international best practices and
appropriate measures, i.e. the General Data Protection Regulations (GDPR) in Europe. However, Cambodia
should not adopt full provisions of other countries’ laws into its own law as particular obligations that are
implementable in other countries might not be appropriate in Cambodia’s context due to factors such as
technological literacy, ICT infrastructures, social and cultural contexts, and level of economic
developmec23vc23vhjvbihjknt. In other words, to establish strong and solid legal and regulatory grounds for
personal data protection in Cambodia, the Law on Personal Data Protection is required in place to regulate
significant matters such as scope and limitation of the protection, principles relating to the data protection,
the data subject’s rights, obligations of data controllers and data processors, and other necessary /measures.
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